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February 3, 2006

The Honorable Arlen Specter
Chairman

Committee on the Judiciary

United States Senate

224 Dirksen Senate Office Building
Washington, D.C. 20510

The Honorable Patrick J. Leahy
Ranking Minority Member
Committee on the Judiciary

United States Senate

224 Dirksen Senate Office Building
Washington; D.C. 20510

Dear Mr. Chairman and Mr. Ranking Member:

As the Committee on the Judiciary is poised to conduct a hearing on the President’s
program to intercept terrorist communications, I write to express my strong support for the
continuation of this important program, as one of the members of Congress that has been fully
and repeatedly briefed.

Despite legal analysis by some critics, I am confident that the President retains the
constitutional authority to conduct “warrantless” electronic surveillance within the United States
when the primary purpose of the surveillance is the collection of foreign intelligence information
regarding foreign powers, such as international terrorist organizations, and their agents,
assistants, and collaborators. Iam equally confident that the President’s exercise of this authority
has been, and continues to be, reasonable in the context of the United States’ ongoing war against
terrorist organizations that are intent on targeting our homeland again.

[ want to take this opportunity to explain why I believe this National Security Agency
(NSA) program is within the President’s inherent authorities, why the program is legal,
necessary, and reasonable, and why Congress, through the congressional intelligence committees,
has been kept “fully and currently informed” as required by statute.
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Constitutional Authoritv of the President

Whether our nation has been at peace or engaged in active hostilities, Presidents from
George Washington to President George W. Bush have intercepted communications to determine
the plans and intentions of enemies that threaten our national security. As the first
Commander-in-Chief of our nation’s military, General George Washington intercepted mail to
gather intelligence concerning British activities.! From World War I through the Cold War,
Presidents have conducted warrantless surveillance of both international and domestic
communications to protect this nation.”

A. Olmstead and the Communications Act of 1934

For a significant portion of the 20th Century, the application of the Fourth Amendment®
to electronic surveillance was the subject of significant debate. In Olmstead v. United States, the
Supreme Court held that electronic surveillance of telephone communications was not a “search
or seizure” for Fourth Amendment purposes unless the surveillance was accomplished by an
“actual physical invasion of [house or curtilage].” Notwithstanding the lack of Fourth
Amendment protection for telephone conversations, Chief Justice Taft left open the possibility
that Congress might legislate to make evidence derived from the interception of telephone
conversations inadmissable in federal criminal trials.” Following Olmstead, electronic
surveillance of telephone conversations — including surveillance for national security purposes ~

! See CENTRAL INTELLIGENCE AGENCY, INTELLIGENCE IN THE WAR OF INDEPENDENCE, 31-32 (1997),

* See, e.g,, Exec. Order No. 2,604 (1917) (authorizing censorship of messages sent outside the United
States via submarine cables, telegraph, and telephone lines); Memorandum from President Franklin D. Roosevelt to
Attorney General Robert H. Jackson (May 21, 1940) (authorizing electronic surveillance of the “communications of
persons suspected of subversive activities” while limiting those investigations “insofar as possible to aliens™); Letter
from Attorney General Thomas C. Clark to President Harry S Truman (July 17, 1946) {requesting and receiving
authority to conduct electronic surveillance in cases “vitally affecting the domestic security”).

° The Fourth Amendment states;
The right of the people to be secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be Yiolated, and no Warrants shall issue, but upon
probable cause, supported by Oath or afﬁnnatioq, and particularly describing the place to be
searched, and the persons or things to be seized. '

U.S. CONST. amend. IV.
* Olmstead v. United States, 277 U.S. 438, 465-66 (1928).

5 Seeid
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would not have violated the Fourth Amendment unless accompanied by a trespass to secure
access to the communications or the seizure of “tangible material effects.”

In 1934, Congress passed Section 605 of the Communications Act of 1934.” Section 605
placed certain restrictions on the interception, disclosure, and publication of the contents of radio
and wire communications.® Despite a lack of clarity in the legislative history of the Act, the
Supreme Court interpreted Section 605 as a prohibition on electronic surveillance of telephone
conversations conducted by federal officials investigating criminal conduct and excluded from
evidence the information obtained by the electronic surveillance.’

In the face of Section 605 and United States v. Nardone (Nardone I), Presidents
continued to authorize electronic surveillance in matters related to national security, considering
the two merely as a prohibition on “the interception and divulgence” of the contents of wire and

¢ See id. at 466.

7 Pub. L. No. 73-416, 48 Stat. 1103 (1934) (codified as amended at 47 U.S.C. § 605 (2003)). Section 605
provided: :

No person receiving or assisting in receiving, or transmitting, or assisting in transmitting, any
interstate or foreign communication by wire or radio shall divulge or publish the existence,
contents, substance, purpert, effect, or meaning thereof, except through authorized channels of
transmission or reception, to any person other than the addressee, his agent, or attorney, orto a
person employed or authorized to forward such communication to its destination, or to proper
accounting or distributing officers of the various communicating centers over which the
communication may be passed, or to the master of a ship under whom he is serving, or in response
to a subpena issued by a court of competent jurisdiction, or on demand of other lawful authority;
and no person not being authorized by the sender shall intercept any communication and divulge
or publish the existence, contents, substance, purport, effect, or meaning of such intercepted
communication to any person . . . .

Id. at 1103-1104 (emphasis added).

§ See id

® See Nardone v. United States (Nardone 1), 302 U.S. 379 (1937) (excluding the information derived from
the wiretap as evidence). The Court subsequently extended the exclusionary rule pronounced in Nardone I to any
evidence derived from prohibited wiretapping. See Nardone v. United States (Nardone 11), 308 U.S. 338 (1939).




The Honorable Arlen Specter
The Honorable Patrick J. Leahy
February 3, 2006

Page 4

radio communications outside the “Federal establishment.”'® Based on this interpretation,
President Roosevelt advised Attorney General Jackson:

I'have agreed with the broad purpose of the Supreme Court decision
relating to wire-tapping in investigations. The Court is undoubtedly sound both in
regard to the use of evidence secured over tapped wires in the prosecution of
citizens in criminal cases; and is also right in its opinion that under ordinary and
normal circumstances wire-tapping by Government agents should not be carried
on for the excellent reason that it is almost bound to lead to abuse of civil rights.

A However, I am convinced that the Supreme Court never intended any
dictum in the particular case which it decided to apply to grave matters involving
the defense of the nation.

It is, of course, well known that certain other nations have been engaged in
the organization of propaganda of socalled “fifth columns™ in other countries and
in preparation for sabotage, as well as in actual sabotage.

It is too late to do anything about it after sabotage, assassinations and
“fifth column” activities are completed.

You are, therefore, authorized and directed in such cases as you may
approve, after investigation of the need in each case, to authorize the necessary
investigation agents that they are at liberty to secure information by listening
devices direct to the conversation or other communications of persons suspected
of subversive activities against the Government of the United States, including

-suspected spies. You are requested furthermore to limit these investigations so
conducted to a minimum and to limit them insofar as possible to aliens."!

10 See United States v. United States District Court (Keith), 444 F.2d 651, 662 (6th Cir, 1971) (“[The
language of Section 605] failed to establish a decisive policy [on wiretapping]. . . . And successive Attorneys
General took the statute as license to wiretap so long as their agents did not divulge [the existence, contents,
substance, purport, effect, or meaning of such intercepted communications].”) {citing Brownell, The Public Security
and Wire Tapping, 39 CORNELL L.Q. 195 (1954); Rogers, The Case for Wire Tapping, 63 YALE L.J. 792 (1954)); see
also generally S. Rep. No. 604, Part 1, 95th Cong., 1st Sess. 10 (Nov. 15, 1977) (citing Attorney General Edward H.
Levi, Testimony before the Select Comumittee to Study Governmental Operations with respect to Intelligence
Activities of the United States Senate (the Church Committee) (Nov. 6, 1975) and the final report of the Church
Committee). .

' Memorandum from President Franklin D. Roosevelt to Attorney General Robert H. Jackson (May 21,
1940). During World War II, the term “fifth columns™ (or “fifth columnists™) were groups of “traitors who act[ed]
secretly and subversively out of sympathy with an enemy of their country.” See The Mavens’ Word of the Day,
Random House, at http://www.randomhouse.com/wotd/index.pperl?daie=20010417.
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Thus, in the face of legislation arguably prohibiting wiretapping and Supreme Court precedent
prohibiting information derived from wiretapping to be used as evidence of a crime, President
Roosevelt, acting as Commander-in-Chief, authorized wiretapping of threats to the nation where
the information would effectively have only one value — as intelligence to detect and prevent
attacks. President Truman broadened the scope of the authorization by removing the caveat that
such surveillance should be limited “insofar as possible to aliens.”™

B. Katz and Title I11

As Fourth Amendment jurisprudence evolved, the Supreme Court reconsidered
Olmstead. In Katz v. United States, the Court held that the interception of telephone
conversations was indeed governed by the requirements of the Fourth Amendment.” The Court
went on to hold, despite the self-limited nature of the surveillance,' that the Government should
have sought a warrant to authorize the activity.”” In mandating that a warrant be sought for
electronic surveillance under ordinary circumstances, Katz specifically held open the possibility
of an exception to the warrant requirement in cases “involving the national security.”’®

Responding to Karz, Congress enacted Title III of the Omnibus Crime Control and Safe
Streets Act of 1968 (Title IIN)."” Title ITI, for the first time, provided procedures for the
Government to procure an order authorizing electronic surveillance of specified crimes.'®
Title III also authorized how information derived from such surveillance could be disclosed and

12 Letter from Attorney General Thomas C. Clark to President Harry S Truman (July 17, 1946) (requesting
and receiving authority to conduct electronic surveillance in cases “vitally affecting the domestic security™).

3 Katz v. United States, 389 U.S. 347 (1967).

¥ Katz, 389 U.S. at 354-55 (describing limits that government agents unilaterally imposed on the scope and
duration of the electronic surveillance, including refraining from listening to a conversation inadvertently
intercepted).

' 1d at 359.

18 See id at 358 n.23. Justice Stewart, writing for the Court, explained, “Whether safeguards other than
prior authorization by a magistrate would satisfy the Fourth Amendment in a situation invelving the national security
is a question not presented in this case.” Id

'7 Pub. L. No. 90-351, 82 Stat. 211-225 (1968).

'® See id. at 218 (adding 18 U.S.C. § 2518, “Procedure for interception of wire or oral communications™);
id. at 216 (adding 18 U.S.C. § 2516, “Authorization for interception of wire or oral communications™).
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used and provided penalties for electronic surveillance not authorized by Title I.** Importantly,
however, Congress specifically recognized that nothing in Title III or in Section 605 of the
Communications Act of 1934

shall limit the constitutional power of the President to take such measures as he
deems necessary to protect the Nation against actual or potential attack or other
hostile acts of a foreign power, to obtain foreign intelligence information deemed
essential to the security of the United States, or to protect national security
information against foreign intelligence activities. Nor shall anything contained in
[Title I} be deemed to limit the constitutional power of the President to take such
measures as he deems necessary to protect the United States against the overthrow
of the Government by force or other unlawful means, or against any other clear
and present danger to the structure or existence of the Government. The contents
of any wire or oral communication intercepted by authority of the President in the
exercise of the foregoing powers may be received in evidence in any trial hearing,
or other proceeding only where such interception was reasonable, and shall not be
otherwise used or disclosed except as necessary to implement that power.*

Thus, as originally enacted, Title IIT avoided encroaching on what Presidents had long asserted as
constitutional authority and overruled the exclusionary rule of Nardone I and I] with respect to
such surveillance.”!

C. Keith, Truong, and the Foreign Intelligence Surveillance Act of 1978

Title IIl had been on the books for only four years when the Supreme Court considered
for the first time the application of the warrant requirement of the Fourth Amendment to
electronic surveillance authorized by the President for internal security purposes.? In Unifed
States v. United States District Court {Keith), the Court was confronted with electronic
surveillance by the Government of wholly domestic organizations who had conspired to destroy
Government property and of one defendant who had bombed the office of the Central

¥ See id. at 217 (adding 18 U.S.C. § 2517, “Authorization for disclosure and use of intercepted wire or oral
communications™); Jd. at 213 (adding 18 U.S.C. § 2511, “Interception and disclosure of wire or oral communications
prohibited”). :

2 See id at214 (adding 18 U.S.C. 2511(3)).

% See also United States v. United States District Court (Keith), 407 .S, 297, 302-08 (1972).

2 Keith, 407 U.S. at 299.
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Intelligence Agency in Ann Arbor, Michigan.® The Court held that the warrant requirement of
the Fourth Amendment applied to domestic security surveillance by the Government.” But,
Keith is just as important for the question that the Court specifically refused fo address:

We emphasize, before concluding this opinion, the scope of our decision. As
stated at the outset, this case involves only the domestic aspects of national
security. We have not addressed and express no opinion as to, the issues which
may be involved with respect to activities of foreign powers and their agents.”

Thus, the Supreme Court was careful to avoid any implication that Keith might apply to
warrantless electronic surveillance of foreign powers or their agents.

Following Keith, every federal court to consider the issue has found that a warrant is not
required when the President conducts electronic surveillance for the primary purpose of
collecting foreign intelligence concerning foreign powers and their agents, collaborators, and
assistants.”

For example, in United States v. Truong Dinh Hung, the Fourth Circuit considered the
legality of the warrantless electronic surveillance of Truong Dinh Hung, a Vietnamese citizen
working with an American citizen to pass classified information to the North Vietnamese during
the 1977 Paris negotiations.”’” Acting on information provided by an informant, the Government
tapped Truong’s phone and placed a bug in his apartment.”® Distinguishing the case from Keizh,

® Seeid at 299-300.

* See id at 321; see also id. at 308-09 (clarifying that in the context of the present case “[t]here is no
evidence of any involvement, directly or indirectly, of a foreign power™).

% fd at321-322, 322 n.20; see also id at 308-09 (“It is important at the outset to emphasize the limited
nature of the question before the Court. . . . Further, the instant case requires no judgement on the scope of the
President’s surveillance power with respect to the activities of foreigrn powers, within or without this country.”
(emphasis added)).

% See United States v. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980), cert. denied, 454 U.S. 1144
(1982); United States v. Buck, 548 F.2d 871 (9th Cir. 1977); United States v. Butenko, 494 F.2d 593 (3d Cir. 1974)
(en banc), cert. denied sub nom., Ivanov v. United States, 419 U.S. 881 (1974); United States v. Brown, 484 F.2d
418 (5th Cir. 1973). Only the D.C. Circuit, in dicta, has even questioned the proposition. See Zweibon v. Mitchell,
516 F.2d 594 (D.C. Cir, 1975) (en banc) (plurality opinion in case involving surveillance directed at organization
with no foreign connection).

" See Truong, 629 F.2d at 911-12.

® Id at 912,
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the court stated,

For several reasons, the needs of the executive are so compelling in the
area of foreign intelligence, unlike the area of domestic security, that a uniform
warrant requirement would, following Keith, “unduly frustrate™ the President in
carrying out his foreign affairs responsibilities. First of all, attempts to counter
foreign threats to the national security require the utmost stealth, speed, and
secrecy. A warrant requirement would be a procedural hurdle that would reduce
the flexibility of executive foreign intelligence initiatives, in some cases delay
executive response to foreign intelligence threats, and increase the chances of
leaks regarding sensitive executive operations.” '

The Fourth Circuit questioned the ability of courts to make the “delicate and complex decisions
that lie behind foreign intelligence surveillance,” compared to the “unparalleled expertise™ of the
Executive branch in areas of national security and military and foreign affairs.®® The court
further noted the constitutional responsibility of the President for “the conduct of the foreign
policy of the United States in times of war and peace.”!

The Truong court did not write the President a “blank check™ in recognizing an
exemption from the warrant requirement of the Fourth Amendment for foreign intelligence
surveillance. First, the court specifically limited the use of the authority to circumstances under
which “the object of the search or the surveillance is a foreign power, its agent or
collaborators.”™ Second, the court held that “the executive should be excused from securing a
warrant only when the surveillance is conducted ‘primarily’ for foreign intelligence reasons.”?
The court also found that the “reasonableness” requirement of the Fourth Amendment further
binds the scope and extent of warrantless electronic surveillance for foreign intelligence

purposes.*

» Seeid at 913.

¥ 1d at 913-14,

' See id. at 914 (citing United States v. Curtiss-Wright Export Corp., 299 U S. 304 (1936)).

%2 See id. at 915. The Court also noted that, “The exception applies only to foreign powers, their agents,
and their collaborators. . . . Thus, the executive can proceed without a warrant only if it is attempting primarily to
obtain foreign intelligence from foreign powers or their assisiants.” Id at 316 (emphasis added).

% Id at 915,

3 See id at 9186.
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The Foreign Intelligence Surveillance Act of 1978 (FISA) was enacted largely in response
to abusive use of warrantless electronic surveillance to target U.S. persons for domestic activities
protected by the First Amendment. Of particular note, the Senate Judiciary Committee
highlighted the warrantless electronic surveillance of Dr. Martin Luther King, the politically
motivated surveillance by the Nixon administration, and the targeting of domestic organizations
with objections to the Vietnam War.”® Congress also cited the work of the Church Committee to
demonstrate the need for procedures governing electronic surveillance for foreign intelligence

purposes:

Since the 1930’s, intelligence agencies have frequently wiretapped and
bugged American citizens without the benefit of a judicial warrant. . . . [P]ast
subjects of these surveillances have included a United States Congressman,
Congressional staff member, journalists and newsmen, and numerous individuals
and groups who engaged in no criminal activity and who posed no genuine threat
to the national security, such as two White House domestic affairs advisers and an
anti-Vietnam War protest group. :

The application of vague and elastic standards for wiretapping and
bugging has resulted in electronic surveillances which, by any objective measure,
were improper and seriously infringed the Fourth Amendment Rights of both the
targets and those with whom the targets communicated. The inherently intrusive
nature of electronic surveillance, moreover, has enabled the Government to
generate vast amounts of information — unrelated to any legitimate government
interest — about the personal and political lives of American citizens. The
collection of this type of information has, in turn, raised the danger of its use for
partisan political and other improper ends by senior administration officials.*

% See, e.g., S. Rep. 604, 95th Cong., 1st Sess., 7-8 (Nov. 15, 1977) (noting “the number of illegal or
improper national security taps and bugs conducted during the Nixon administration); id. at 27 (noting surveillance
of “Americans who were active in the protest against United States involvement in Vietnam”, and who may have
been in contact with foreign powers or their representatives, but whose activities were not under the direction of a
foreign intelligence service); id. at 29 (discussing surveillance of Dr. King on “national security grounds™ based on
his association with two advisors suspected of American Communist party membership); see also, e.g., S. Rep. No.
701, 95th Sess., 2d Sess., 34 (Mar. 14, 1978) (noting collection activities of the NSA whereby international telegraph
communications were coilected and analyzed for both foreign intelligence and for law enforcement “watchlisting”
purposes).

% 8. Rep. No. 604, 95th Cong., 1st Sess., at 8 (citations omitted),
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Congress clearly sought through FISA to constrain the President’s inherent authority to
conduct warrantless electronic surveillance for national security purposes. To accomplish this
objective, FISA repealed that portion of Title III expressing neutrality with respect to the
President’s authority.”” In place of legislative neutrality, the congressional judiciary and
intelligence committees expressed their intention that Title IIT and FISA would be the “exclusive
means” by which the President could conduct electronic surveillance for national security

purposes.*®

Despite the insistence of these committees, the debate over the President’s inherent
constitutional authority continued as FISA worked its way through the legislative process.
Explaining the position of President Jimmy Carter’s administration, Attorney General Griffin
Bell testified before the House:

[TThe current bill [FISA] recognizes no inherent power of the President to conduct
electronic surveillance, and I want to interpolate here to say that this does not take
away the power of the President under the Constitution.*

7 See Pub. L. No. 95-511, § 201(c) (Oct. 25, 1978).

% See id. at § 201(b) (adding 18 U.S.C. § 2511(2)(D); see also H.R. Rep. 1283, Pt. 1, 95th Cong., 2d Sess.,
100-02 (June 8, 1978) (“[W]ith respect to the interception of domestic wire and oral communications, and to
electronic surveillance . . . the procedures of [Title ITI and FISA] shall be the exclusive means by which such
activities may be conducted.”); S. Rep. 701, 95th Cong., 2d Sess., 71-72 (Mar. 14, 1978) (“[TThe procedures of
[Title ITI and FISA] shall be the ‘exclusive means by which electronic surveillance.* * * and be (sic) * * *
conducted.” This statement puts to rest the notion that Congress recognizes an inherent Presidential power to
conduct such surveillance in the United States outside the procedures contained in [Title III and FISA].”); S. Rep.
604, 95th Cong., 1st Sess., 64-65 (Nov. 15, 1977) (same). \

* See Testimony of Attorney General Griffin Bell, Foreign Intelligence Electronic Surveillance Act of
1978: Hearings on H.R. 5794, H.R. 9745, H.R. 7308, and H.R. 5632 Before the Subcommittee on Legislation of the
House Committee on Intelligence, 95th Cong., 2d Sess. 15 (1978). President Carter, in his signing statement on
FISA, stated, “The bill requires, for the first time, a prior judicial warrant for a/l electronic surveillance for foreign
intelligence or counterintelligence purposes in the United States in which communications of U.S. persons might be
intercepted.” See Statement by President Jimmy Carter on Signing S. 1566 Into Law (Oct. 25, 1978). It is important
to note, however, that the views and opinions of one President cannot bind future President’s to an interpretation of
law intrudes on the President’s constitutional authority. In providing guidance to President Clinton regarding the
enforcement of an unconstitutional statute, Assistant Attorney General Walter Dellinger stated:

The fact that a sitting President signed the statute in question does not change this analysis. The
text of the Constitution offers no basis for distinguishing bills based on who signed them; there is
no constitutional analogue to the principles of waiver and estoppel. . .. (Of course, the President
is not obligated to announce his reservations in a signing statement; he can convey his views in
the time, manner, and form of his choosing.)

Presidential Authority to Decline to Execute Unconstitutional Statutes, 18 U.S. Op. Off. Legal Counsel 199, 202
(Nov. 2, 1994) (emphasis added).
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In fact, the House-passed version of FISA would have recognized only that the Act constituted
the “exclusive statutory means” of conducting electronic surveillance for national security
purposes.*

Reconciling the differences of the House and Senate, the conferees explained the ultimate
position of Congress as follows:

The conference substitute adopts the Senate provision which omits the word
“statutory.” The conferees agree that the establishment by this act of exclusive
means by which the President may conduct electronic surveillance does not
foreclose a different decision by the Supreme Court. The intent of the conferees is
to apply the standard set forth in Justice Jackson’s concurring opinion in the Steel
Seizure Case: “When a President takes measures incompatible with the express or
implied will of Congress, his power is at the lowest ebb, for then he can rely only
upon his own Constitutional power minus any Constitutional power of Congress
over the matter.”"

Following passage of FISA, no court has had the opportunity to address what is essentially
a political, separation of powers question:* whether the language of FISA and intent of Congress
can deprive the President of constitutional authority to conduct warrantless electronic surveillance
for national security purposes. Congress has amended FISA on several occasions to add
additional flexibility and authority for the President to collect important foreign intelligence
information pursuant to statutory authorization. With these modifications, the Act has performed
adequately, even as our adversaries have attempted to use advances in communications
technology to harm our nation. Yet, federal courts have continued to acknowledge the
constitutional authority of the President.** In fact, the Foreign Intelligence Surveillance Court of
Review — the very court established by Congress to review appeals of matters relating to FISA

“ See H.R. Conf. Rep. 1720, 95th Cong., 2d Sess., 35 (Oct. 5, 1978).
' Id (citing Youngstown Sheet and Tube Co. v. Sawyer, 343 U.S. 579, 637 (1952)).

* See, e.g., Butenko, 494 F.2d at 601 (“We do not intimate, at this time, any view whatsoever as the proper
resolution of the possible clash of the constitutional powers of the President and Congress.”).

“ See, e.g., Inre: Sealed Case No. 02-001, 310 F.3d 717, 742 (Foreign Intel. Surv. Ct. Rev. 2002); United
States v. Duggan, 743 F.2d 59, 72-74 (2d Cir. 1984); United States v. Usama Bin Lader, 126 F. Supp. 2d 264, 270-
77 (S.B2.N.Y. 2000) (adopting exception to warrant requirement of Fourth Amendment for physical search and
electronic surveillance of U.S. person overseas when searches are conducted overseas. are primarily for foreign
intelligence purposes, and are targeted at foreign powers or their agents).



